


If your cybersecurity was a human, 
how would you describe it?

“It’s a mid-career professional, ready to leap”

“1999 model in a 2021 world.”

“It’s a young adult with lots of education but little experience.”

“Woefully end of life.”

“It’s TSA, you see them you know they are doing 
something but you have no idea how effective they 
are” 



What does an 
ideal Modern 
Network Security 
look like?

Zero Trust
- Verify User
- Validate Device
- Limit Access

Architecture
- Design & Build

Tools & Security
- Endpoint Firewalls
- SIEM

Governance

Physical 
Infrastructure 

Cloud(s)

Data

Network

Vendors

Applications

Devices

Identities



Malware 
Ransomware 

Social 
Engineering 

Phishing
Attacks

Advanced 
Persistent Threat

CYBERSECURITY THREATS 



What is 
your current 
confidence 
level?

Our organization is 100% 
secure and monitored,           
I sleep soundly at night

I feel pretty good about our 
security but, I’m a little 

restless at night

I honestly don’t know how 
secure we are, and that 

fear keeps me up at night



Cyber 
Regualtions

Good frameworks 
to guide best 

practices

Checklists are not 
unified, 

coordinated plans

Not all examiners 
are not cyber 

experts 

False confidence 
can be dangerous 



 User experience is impacted –
ticket submitted

 Issues begin more broadly 
across organization

 Investigation begins – Ransom 
note is found

 Trying to establish scope 
of attack 

 Realizing impact on 
business is significant

 Disaster response plan 
begins (as applicable)

 Asking for help (vendors, 
partners, insurance & IT 
providers)

 Understand & accept full 
scope of breach

 Planning & progress 
meetings 

 Clean up and attempt to 
bring critical 
applications back online 

 Pay/don't pay ransom 
negotiations 

 People and vendors held 
accountable 

 Begin root cause & 
impact analysis 

 Reporting & education 
on the breach 

 Exhaustion

 Overconfidence  

Mild Concern | Confusion Frustration | Anger | Panic Humility | Survival Blame | Consequences Fatigue | Denial| Memory 
Loss

Confusion & Fear Chaos Acceptance Regret PTSD
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T E C H  | M A P

MFA Immutable 
Backups

Patching SIEM & UEBA Digital 
Monitoring

XDR & 
Permitter 

Zero Trust & 
LPA 

Pen Test & 
Vuln

User Training Vendor 
Management

Breach 
Tabletops

Start with a Plan
Build a comprehensive plan for cybersecurity. 

Change the culture and you will be more secure. 

You need to understand what you do to build a 
protection plan. 



Cybersecurity 
Basics

What do I know?

Get the Checklist here

https://f.hubspotusercontent00.net/hubfs/6503958/Cybersecurity%20Checklist(CCBN%20Version).pdf
https://f.hubspotusercontent00.net/hubfs/6503958/Cybersecurity%20Checklist(CCBN%20Version).pdf
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